
Minimize unnecessary exposure and
prevent confidentiality breaches

ACCESS CONTROL



The fact that several users work on shared resources does not

mean that everyone should see the same information at the

same level.

"Need-to-know" is a fundamental principle in cybersecurity.

It helps us reduce unnecessary exposure and reduce the

chances of confidentiality breach. 

"Need-to-know" 



Cloud services 

Most cloud services, such as: Google

Drive, OneDrive and Dropbox allow users

to define different access permissions at

the user/organizational group level.

https://support.google.com/a/answer/60781?hl=en
https://support.microsoft.com/en-us/office/share-onedrive-files-and-folders-9fcc2f7d-de0c-4cec-93b0-a82024800c07
https://help.dropbox.com/share/set-file-folder-permissions
https://support.google.com/a/answer/60781?hl=en
https://support.google.com/a/answer/60781?hl=en
https://support.microsoft.com/en-us/office/share-onedrive-files-and-folders-9fcc2f7d-de0c-4cec-93b0-a82024800c07
https://help.dropbox.com/share/set-file-folder-permissions


MAPPING INFORMATION

The first step is to map the existing information,

define who needs to access the information and in

what way (full control, read and edit or read only).

Once access levels are defined, you can implement

the settings accordingly.


